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Introduction

* Sophisticated and
autonomous devices
becoming indispensable part
of our lives
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Data Tampering



Security issues with devices and sensors

Manipulation or falsification Privacy of the data owner
of system or sensor data



Problem

* Lack of proper monitoring
and auditing system

* Lack of ESOs (Environmental
Situation Oracles)
ESOs are assumed to be honest

and truthful source of sensor
data



Some examples of data

manipulation
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Volkswagen
emissions

scandal

Wi

How Volkswagen’s defeat
device works

‘SWITCH' SOFTWARE
I

=

Software in the car’s electronic contrel module (ECM)
determines where the car is being driven (i.e. highway,
road, testing) by analysing a series of factors.

|
FACT ORS ANALYSE D

Position of Speed Duration of Barometric
steering engine operation  pressure

MODE OF THE VEHICLE?
[ ]

BEING TESTED NORMAL OPERATION
°—
0
u_ n
Mode switches to “dyno Mode switches to “road
calibration,” as software recognises calibration,” as software recognises
vehicle is taking emission test. vehicle is in normal operation.
RESlU LT RES'U LT
EPA compliant Effectiveness of emission control
emission levels produced. system reduced, increasing
Nitrogen oxide levels to 10 to 40
times above standards.

Source: U.S. Environmental Protection Agency
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Volkswagen

emissions

scandal

i

VOLKSWAGEN EMISSION’S SCANDAL

Total cars affected

11 million
_/

cars worldwide

& a32,000

in the United States

Cost for the company

It could face up to It has put aside

$18 $7.3

in the United States (half a year of the

alone company’s profit)
s : Vollkwagen AG, Envi P on Agency
Infographic by jpinyu.com

So what's the scandal all about?
Volkswagen said on Sept. 21 that 11

million of its diesel cars were
equipped with software that was used to
cheat on emissions tests.

The software activated equipment that
reduced emissions while the car was
being tested. But then the equipment
turned off making emissions above legal
limits, possibly to save fuel or to improve
the car’s bl‘tp& and acceleration.

Its stock dropped about

30

percent

Automotive Management 1 - WS 2015/16
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ﬁ‘ s_‘l DEADLY CRASH WITH SELF-DRIVING UBER I N

Uber’s self-driving car crash

Tesla’s model X car crash
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What was the Who was in
time and location control, the driver
of the crash? or the car?

. b}

Who is to _, o —
: ol A DRIVERLESS CAR AN aSECR

' CRASHES? :

1

|

blame?
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Our goal is to prevent

* Prevent a system or a sensor from performing unethical behaviours

* Retain the privacy
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Our goal is to prevent

* Prevent a system or a sensor from performing unethical behaviours

* Retain the privacy

Proposed System

* Ensure robust, honest reporting of sensor data
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Feasibility and Efficiency
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Measure
* Amount of time it takes to catch a cheater

Predict

* Amount of network traffic it has to handle in a real-world
implementation
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typical
solution
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Auditing System

Data Storage
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How can we prevent a
system from

manipulating its data and

retain its privacy at the
same time?
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High level view

of our system

Blockchain

Y

¥ e—

d—
¢ e—

Compliance Checking System

Ground Truth / External Observation

Y

Data Storage
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Black Box or

Event Data
Recorder

i
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vehicle_id | Location - x | Location -y | Location - z Time Salt Seat Belt | Brake | Gear Steer Throttle | RPM

1 120 240.82 53.59 -0.02 11:58:43 | 0ad902fe.... ON 0.0 0 -0.0 0.7 3878
2 120 240.82 53.58 0.01 11:58:44 | 59512fe3.... OFF 0.0 0 -le-06 0.7 4069
3 120 240.85 3231 0.01 11:58:45 | cd257344d.... ON 0.0 1 -Se-06 0.7 4729
4 120 240.98 47.12 0.01 11:58:46 | 469e6be.... OFF 0.0 1 Te-05 | 0590837 [ 1623
5 120 241.14 40.89 0.01 11:58:47 | 39f15851... ON 0.0 2 | -0.000222 | 0401105 | 2116
] 120 241.29 34.93 0.01 22.5 | 11:58:48 | 6leadBel.... OFF 0.0 2 | -0.000417 | 0447416 | 1872
7 120 241.45 28.37 0.01 23.2 | 11:58:49 | 45840d23.... ON 0.0 3| -0.000263 | 0370856 | 1207
8 120 241.6 22.1 0.01 22.86 | 11:58:50 | aZcesTol... OFF 0.0 3| -0.000164 | 0371081 | 1672
9 120 241.75 15.6 0.01 22,68 | 11:58:51 | 1634447e.... ON 0.0 3 -5.6e-05 | 037459 | 1474
10 120 241.9 0.33 0.01 22,49 [ 11:58:52 | 6d07fTeb.... OFF 0.0 3 -1.2e-05 | 0368118 | 3378
11 120 242.04 3.19 0.01 223 | 11:58:53 | d75b75c2... OFF 0.0 3 Se-06 0371429 | 3278
12 120 242.18 -2.95 0.01 22,19 [ 11:58:54 | f5b%4cde... OFF 0.0 3 6.9e-05 | 0366604 | 1360
13 120 242.33 -0.23 0.01 22.05 [ 11:58:55 | 6cedSTas.... ON 0.0 3 0.000142 | 0.365385 | 2289
14 120 242.48 -154 0.01 21.93 [ 11:58:56 | 1a9df82a... ON 0.0 3 0.000183 | 0.367335 | 2405
15 120 242.63 -21.59 0.01 21.83 | 11:58:57 | 726abbi7.... ON 0.0 3 0.000149 | 0364966 | 4322
16 120 242,77 -27.36 0.01 21.73 | 11:58:58 | ad548c36... ON 0.0 3 8.6e-05 | 0369287 | 3054
17 120 242.93 -33.6 0.01 21.65 [ 11:58:59 | boddOfdc.... OFF 0.0 3 2.3e-05 | 0364132 | 3507
18 120 243.08 -39.63 0.01 21.58 | 11:59:00 | lcaB4fe7... ON 0.0 3 -le-06 | 0364037 | 2216
19 120 243.23 -45.49 0.01 21.45 [ 11:59:01 | e98398b2.... OFF 0.0 3 -se-06 | 0367964 | 4150
20 120 243.38 -51.48 0.01 2146 | 11:59:02 | cda2d859... ON 0.0 3 -7.8e-05 | 0363167 | 3419
21 120 243.53 -57.41 0.01 21.4 | 11:59:03 | dfa231de.... OFF 0.0 3 | -0.000125 | 0.357872 | 3870
22 120 243.68 -63.51 0.01 214 | 11:59:04 | eBbdes].... ON 0.0 3 | -0.000173 | 0.358241 | 3184
23 120 243.82 -69.22 0.01 21.25 [ 11:59:05 | 6cT92131.... OFF 0.0 3| -0.000T18 | 0371811 | 1652
24 120 243.97 -75.4 0.01 21.26 [ 11:59:06 | cce50b25.... OFF 0.0 3 | -0.000133 | 0.376727 | 2791
25 120 244.11 -81.24 0.01 21.23 [ 11:59:07 | a0la22de.... ON 0.0 3 -7.8e-05 | 0.371786 | 4080
26 120 244.25 -87.2 0.01 21.16 [ 11:59:08 | lef5al33... OFF 0.0 3 -27e-05 | 036628 | 4744
27 120 244.39 -93.09 0.01 21.24 [ 11:59:00 | a5fc5hOs... OFF 0.0 3 -6e-06 0.36605 | 1349
28 120 244.52 -98.84 0.01 21.24 [ 11:59:10 | deebd9cd.... OFF 0.0 3 0.0 0361748 | 4633
29 120 244.66 -104.68 0.01 2116 | 11:59:11 | fa06Ba3d.. OFF 0.0 3 42e-05 | 0362767 | 1148
30 120 244.81 -110.86 0.01 21.02 | 11:59:12 | 522allch.... OFF 0.0 3 de-05 0.37325 | 2532

Car data
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Input

Hash

Calgary

4dcbd7 4cbdDB 192a287 425ac Y7 cfic3c8cf3dd46486d07669b23804927 cdet

Autonomous Vehicle

Safd05e393e8e5d65b382c Ib63a2da347ebTbobale92a1703c3 | 1fbf04159 10

Compliance Checker

ebcaBocbf85493b2 15% 2f34a2ef33a5 17 74be96006 1 22201 38¢Taec3d6b3dde

Hashing using SHA-256

Input

Hash

Calgary | 4dcbd74fcbd08192a287425acff97cfc3c8ef3dd46486d07669b2380d927cdct

calgary | e00b3c76911327ca%972f10e1a457772e345be7dd0b%d6cb0c6643023176409¢

Avalanche effect

25



Public blockchain

Types of blockchains

-------

Private blockchain

o O S

0 S

Hybrid blockchain

N =
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Die Roll (Plain-text)

Hash

6b86b273f34fce19d6b804eff5a3fS747adadeaa22f1d49c01e52ddb7875b4b

d4735e3a265¢e16eece03f59718b9b5d03019c07d8b6cS51190da3ab666eec]3ab3s

4e07408562bedb8b60ce05c1decfe3ad16b72230967de01{640b7e4729b49fce

4b227777d4dd1fc61c6f884f48641d02b4d121d3fd328cb08b553 1fcacdabf8a

ef2d127de37b942baad06145e54b0c619a1£22327b2ebbcetbec78f5564afe39d

N n| B WA | -

e7f6c011776e8db7cd330b54174fd76£7d0216b612387a5tfcfb81e6f0919683
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Die Roll (Plain-text) + Random Salt

Hash

[ + 7902699be42c8a8ed6fbbb4501726517e86b22c56a189f7625a6dad9081b2451

60222d661a930f6e234eb8d150bb94b4c83ced7259d99ee0517110458151d 19

2 + 2c624232¢dd221771294dbb3 10aca000a0dfbac8bo6b696d90et06fdetbbdal

bab1572cf479a6619df2da843751630077heceb65fad618al T8 10893b6ba22f9

3 + 19581e27deTced00f1ce50b2047e7a567cT76b] chachabeSef(3f7¢3017bb5b7

6a62d83b295cdeaTe3c82961485830dded55a88561741 2eb0727fc26459b75b6

4 + 4a44dc15364204a80fe80e9039455cc 160828 1820fe2b24f 1 e5233adebaf 1dd5

c(09ce97t618ec8bacd33ee70cab3a42h249e 1689clccOde8iY3a8ci9ced7by7d2

5 + 4fc82b26aech47d2868c4efbe3581732a3eTcbecbe2eth32062c08170a05eeb8

0f69bc351£4259ba53966907ec867h38af4f0da8 1 8ff7c2d4aa8609b8 1b5TecY

6 + 6b31d431df5d7T141cbececct79edf3dd861c3b406910b11661a3eefachbadl ¥

6ef9c9f8d2 1 dfY62a9bfac2cRIR5ad43d0f95d6Tcfed [ dbbeT0aT4a5 2efdaadd
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CARLA

an open urban
driving simulator
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Piezoelectric sensor

Inductive loop

g g D

Pneumatic road tube
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Black Box
{device_identifier,
device attributes}

ESO

Grond Truth / External Observation

Blockchain

7~

(z/] Make hash of black box data

Compare stored hash in blockchain
with black box hash

@ Compare black box data with

ground truth data
\

Compliance Checking System

Data Storage

32



i

Black Box
{device_identifier,
device attributes}

ESO

\\ 1/

Jol

Grond Truth / External Observation

Sequence:
1: ESO committing to blockchain

Blockchain

7

@ Make hash of black box data

Compare stored hash in blockchain
with black box hash

Compare black box data with
ground truth data

Compliance Checking System

Data Storage

33
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Blockchain
-
@ Make hash of black box data
@ Compare stored hash in blockchain
Black Box with black box hash
{dc‘tlc'c—ld‘:'ﬂt]'ﬁcr’ (Zﬁ Compare black box data with
device attributes} ground truth data

o

Compliance Checking System

ESO

\V My

() 9
4 ®

Grond Truth / External Observation

Data Storage

Sequence:
1: ESO committing to blockchain
2: External observation / ground truth device storing data to data storage

34
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Blockchain

Black Box
{device_identifier,
device attributes}

s

.

@ Make hash of black box data

@ Compare stored hash in blockchain
with black box hash

(z/) Compare black box data with
ground truth data

Compliance Checking System

Grond Truth / External Observation

Sequence:
1: ESO committing to blockchain

Data Storage

2: External observation / ground truth device storing data to data storage
3: Audit request from external obvservation / ground truth device to compliance checking system
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Blockchain

-

Gﬁ Make hash of black box data

Y

@ Compare stored hash in blockchain

Black Box ©) with black box hash
{device_identifier, Compare black box data with
device attributes} ground truth data

Compliance Checking System

Grond Truth / External Observation
Data Storage

Sequence:

1: ESO committing to blockchain

2: External observation / ground truth device storing data to data storage

3: Audit request from external obvservation / ground truth device to compliance checking system
4: Data transaction between ESO and compliance checking system
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Blockchain

Y
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@ Make hash of black box data

@ Compare stored hash in blockchain

Black Box with black box hash
{device_identifier, Compare black box data with
device attributes} ground truth data

Compliance Checking System

Grond Truth / External Observation

Data Storage

Sequence:

1: ESO committing to blockchain

2: External observation / ground truth device storing data to data storage

3: Audit request from external obvservation / ground truth device to compliance checking system
4: Data transaction between ESO and compliance checking system

5: Data transaction between blockchain and compliance checking system
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Blockchain

\i

4

(Zﬂ Make hash of black box data

@ Compare stored hash in blockchain

Black Box with black box hash
{device_identifier, @/J Compare black box data with
device attributes} ground truth data

.

Compliance Checking System

Grond Truth / External Observation

Data Storage

Sequence:

1: ESO committing to blockchain

2: External observation / ground truth device storing data to data storage

3: Audit request from external obvservation / ground truth device to compliance checking system
4: Data transaction between ESO and compliance checking system

5: Data transaction between blockchain and compliance checking system

6: Data transaction between data storage and compliance checking system




System Design

(Auditing)

i

Blockchain

'

[z/) Make hash of black box data

[Z/) Compare stored hash in blockchain
Black Box with black box hash
{device_identifier,

. . Compare black box data with
device attributes}

Grond Truth / External Observation

Data Storage

Sequence:

1: ESO committing to blockchain

2: External observation / ground truth device storing data to data storage

3: Audit request from external obvservation / ground truth device to compliance checking system
4: Data transaction between ESO and compliance checking system

5: Data transaction between blockchain and compliance checking system

6: Data transaction between data storage and compliance checking system
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QQ Security Analysis

Our proposed system is comprised of the following security mechanisms:

Hashes Commitments Random Audits

40



QO Security Analysis

Based on their characteristics, the following three types of entities
can be found in our system:

Cheater

Entity

41



OO Security Analysis Matrix

Correct report of black box data

Incorrect report of black box data

Correct commit of black box hash in blockchain

e Honest Enitity
e Expected Behaviour
e No cheating

e Faulry Entity

e Lies about black box
content

e Honest about blockchain
commitment

e Hash does not match

[norrect commit of black box hash in blockchain

e Faulty Entity

e Lies about blockchain
commitment

e Honest about black box
content

e Hash does not match

o Cheater Entity

e Lies about data and
commitment

e Set fraudulent data at
the time of collection

e Random audit will reveal
that the data that has been
committed to, does not
match reality




Prototype Implementation

: . CARLA simulator Autonomous vehicles
Blockchain activation L :
activation generation
Cheater vehicle Compliance Checking Traffic Cameras
generation System activation activation



Prototype Implementation

Map of Town03

Server
Client

Vehicle Audi A2
Map: Town03
Simulation time 0:08:45

Speed

Heading

Location (
GNSS: ( 48.999759,
Height

Throttle:
Steer:
Brake:
Reverse:
Hand brake
Manual:
Gear

Collision:

Number of vehicles: 32
Nearby vehicles:
36m Dodge Charger Police
59m Citroen (3
69m Bmw Isetta
74n Citroen C3
100m Bmw Grandtourer

Cheater vehicle

Location of traffic cameras

44



Simulation No. | No. of captures | No. of audits | Audit percentage

1 110 51 46.36%
2 32 14 43.75%
3 25 18 12%
4 25 15 60%
5 40 25 62.50%
6 21 15 71.43%
7 46 27 58.70%
] 24 18 15%
! 47 29 61.70%
10 24 13 54.17%

Average 394 225 60.56%

Audit report of the cheater vehicle
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Simulation No.

Transmitted data (MiB)

147.819

201.225

211.716

139.236

133.514

145912

Duration (s) | Transmitted data (MiB)
1800 159.359
1 0.089

130.653

171.661

WO GO =] | Ln| | L) D =

198.364

10

113.487

Average

159.359

Network traffic during simulation

Data transmission of 41 vehicles
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Result

5
No. of vehicles | Transmitted data (MiB/s) =
1 0.00217 tr l
10.000 21.7 08l |
20.000 43.4 3
30.000 65.1 % 0.6 | -
40,000 86.8 z
50.000 108.5 S 04f |
60.000 130.2 “ sl 7
70.000 151.9 '
80,000 173.6 ol i
90.000 195 S
Z Transmitted data (MiB/s)

Network traffic prediction

No. of vehicles vs Transmitted data (MiB/s)
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Result

Audit frequency (s) | Total number of audits in 24 hours | Data storage (PiB)
2 4320 6.13
300 288 40668 102
Audit frequency and data storage for the total L5l i
number of registered vehicles in Canada (35,108,602) =
a.y
N h
Audit frequency (s) | Total number of audits in 24 hours | Data storage (PiB) z
20 R 0.017 5 05f .
300 258 0.00116
600 4 0.000579
1200 72 0.000289 o | | | | B
1300 48 0.000193 0 500 1,000 1,500 2,000 2,500
2400 36 0.000144 Audit frequency (s)

Data storage (PiB) vs audit frequency (s)

Audit frequency and data storage
for 100,000 vehicles

for 100,000 vehicles



Summary

* Auditing and monitoring system

* Prevents a system or a sensor from
modifying its data

* Retain the privacy

* Prototype implementation
* monitor and audit autonomous
vehicles
* Measure

* Amount of time it takes to catch a
cheater

= e Predict

* Amount of network traffic our
system has to handle in a real-world
implementation
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Future Work

and
Conclusion

* Access to real-world devices
and sensors

* Implement our model to
monitor and audit
autonomous vehicles in a
modern city

* Implement our model to
other use case scenarios

* Compare the performance
among different use cases

50
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