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Introduction

• Sophisticated and 
autonomous devices 
becoming indispensable part 
of our lives

• Integrity of their reported 
data
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Data Tampering
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Security issues with devices and sensors

4

Manipulation or falsification 
of system or sensor data

Privacy of the data owner



Problem 

• Lack of proper monitoring 
and auditing system

• Lack of ESOs (Environmental 
Situation Oracles)
• ESOs are assumed to be honest 

and truthful source of sensor 
data
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Some examples of data 
manipulation
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Blockchain 
powered 

Supply Chain 
Management
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Traditional SCM

Blockchain powered SCM



Blockchain 
powered 

Supply Chain 
Management
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Intended scenario

Attack scenario



Volkswagen emissions scandal
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Volkswagen 
emissions 

scandal

10



Volkswagen 
emissions 

scandal
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Autonomous car crashes
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Uber’s self-driving car crash Tesla’s model X car crash



Who is to 
blame?

13



Goals
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Our goal is to prevent

• Prevent a system or a sensor from performing unethical behaviours 

• Retain the privacy



Goals
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Our goal is to prevent

• Prevent a system or a sensor from performing unethical behaviours 

• Retain the privacy

Proposed System

• Ensure robust, honest reporting of sensor data



Autonomous 
Vehicles
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Feasibility and Efficiency
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Measure

• Amount of time it takes to catch a cheater

Predict

• Amount  of network traffic it has to handle in a real-world 
implementation



A 
typical

solution
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How can we prevent a 
system from

manipulating its data and 
retain its privacy at the 

same time?
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High level view 
of our system
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Black Box or 
Event Data 
Recorder
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22

Car data
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Notable properties of blockchain technology
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Decentralization High availability Tamper resistant



Hashing
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Types of blockchains
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Public blockchain Private blockchain Hybrid blockchain



Salting
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Salting
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CARLA
an open urban 

driving simulator

29



Traffic cameras
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Embedded road sensors
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Piezoelectric sensor Inductive loop Pneumatic road tube



System Design
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System Design

33



System Design
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System Design
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System Design

36



System Design
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System Design
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System Design
(Auditing)
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Security Analysis

Hashes Commitments Random Audits

Our proposed system is comprised of the following security mechanisms: 
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Security Analysis

Honest 
Entity

Faulty 
Entity

Cheater 
Entity

Based on their characteristics, the following three types of entities 
can be found in our system:
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Security Analysis Matrix
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Prototype Implementation
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Blockchain activation
CARLA simulator 
activation

Autonomous vehicles 
generation

Cheater vehicle 
generation

Compliance Checking 
System activation

Traffic Cameras 
activation



Prototype Implementation
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Map of Town03 Cheater vehicle Location of traffic cameras



Result
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Audit report of the cheater vehicle



Result
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Network traffic during simulation

Data transmission of 41 vehicles



Result
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Network traffic prediction No. of vehicles vs Transmitted data (MiB/s)



Result
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Audit frequency and data storage 

for 100,000 vehicles

Data storage (PiB) vs audit frequency (s) 
for 100,000 vehicles

Audit frequency and data storage for the total 
number of registered vehicles in Canada (35,108,602)



Summary
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• Auditing and monitoring system 
• Prevents a system or a sensor from 

modifying its data

• Retain the privacy

• Prototype implementation
• monitor and audit autonomous 

vehicles

• Measure
• Amount of time it takes to catch a 

cheater

• Predict
• Amount  of network traffic our 

system has to handle in a real-world 
implementation



Future Work
and 

Conclusion
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• Access to real-world devices 
and sensors

• Implement our model to 
monitor and audit 
autonomous vehicles in a 
modern city

• Implement our model to 
other use case scenarios

• Compare the performance 
among different use cases



THANK YOU Q & A
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