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OAuth and Proof  of  Possession Token
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1. 𝐶𝐶 → 𝐴𝐴𝐴𝐴: 𝐼𝐼𝐼𝐼𝐶𝐶 , credentials, 𝐼𝐼𝐼𝐼𝑅𝑅𝑅𝑅
2. 𝐴𝐴𝐴𝐴 → 𝐶𝐶:𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇
3. 𝐶𝐶 → 𝑅𝑅𝑅𝑅: 𝐼𝐼𝐼𝐼𝐶𝐶 ,𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇

𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 = 𝑡𝑡, 𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑘𝑘 𝑡𝑡

𝑡𝑡 = (𝐼𝐼𝐼𝐼𝐶𝐶 , 𝐼𝐼𝐼𝐼𝑅𝑅𝑅𝑅,𝑃𝑃, 𝑒𝑒𝑒𝑒𝑒𝑒)

P: permissions granted to the C
Exp: expired time 
K: secret key 

Two Legged OAuth*
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Typical OAuth flow

* Simpler flow by eliminating  the redirection



Capability-based authorization solution for IoT
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devices – gateway – cloud architecture 



Access patterns in IoT

• Access depends on locally verifiable conditions 
• Time of request 
• IP address of Bob
• Supported by systems in [GPR,2013], [HJMS, 2016]

• Access depends on environmental situations 
• The camera is open only when the user is not home

• Permissions are allowed only when the client follows an ordered permission 
sequence

• The visitor can access the printer for no more than 5 times 
• The devices are accessible only when the user follows a particular sequence 

[TFS, 2018]

• A combination of the above patterns 
• The children can watch the TV no more than two times during a day, with no 

more than 1 hour for each access  



Our contributions   

• Theoretical 
• Proposed an efficient method of enforcing permission sequences with proof

• HCAP supports history-based access control [TFS, 2018]
• Less overhead, context-aware 

• Enforcing environmental context/situations
• Used ESO in [SST, 2018] as a protected point of contact for evaluating 

environmental situation
• Efficient interactions with ESO 

• Griffin System Design
• Incorporated our model in the OAuth framework using proof-of-possession 

token and attribute-based access control model 
• Deployed Griffin for sharing patient health data 

• Performance Evaluation 
• Competitive performance compared with OAuth 2.0 



Permission Sequence 

𝑇𝑇𝐴𝐴𝐴𝐴 (𝑃𝑃, state=0)
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𝑃𝑃: 𝑝𝑝1𝑝𝑝2𝑝𝑝3𝑝𝑝4… 𝑝𝑝𝑛𝑛

1

𝑇𝑇1 (𝑇𝑇𝐴𝐴𝐴𝐴, state=1)

𝑇𝑇2 (𝑇𝑇𝐴𝐴𝐴𝐴, state=2)

2



Adversary model and Attacks 

• Capability forgery and tampering 
• Digital Signature 

• Capability theft 
• Proof of possession capability 

• Client Impersonation 
• Public-key based client 

authentication 

• Replay attack 
• Proof of safety property
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Context Awareness
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ESO: environmental 
situation oracle [SST, 2018]
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1. Request master capability and 
ESO capability

4. Request for situation state 
using ESO capability

2. Get capabilities

3. Request for service by presenting  
capabilities together 

6. Provide service/return failure 

5. Return ESO state Y/N 



Adversary model and Attacks 
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Context-aware permission sequence

➞ fast revocation 
➞ verifiable integrity
➞ inability to use the capability other than the intended possessor. 
➞ inability to violate the permission sequence by replaying capabilities. 



Griffin System Design (OAuth Extension)

➞ Reusable AS: Node.js, Express, MongoDB, ABAC, JWT 
➞ RS and ESO: Node.js, Express, MongoDB
➞ Middleware : can be added into any RS restful API to enable Griffin compliant RS. 
➞ Client application: Postman, Apache JMeter



Griffin system implementation architecture 



Griffin system implementation architecture 



Use Case Demonstration in Health Care 

Policy Language Model: 

<policy> ::= <rule> | <rule> <policy>

<rule> ::= <subjectAttributes>

<objectAttributes>

<authorization>

<actionAttributes>

<environmentContext>

<Default>

Rules: All Nurse and Doctor practitioners 
in the Cardiology Department can view 
the Medical Records of Heart Patient only 
when they are at the hospital  



Future Work

▪ Privacy-preserving capability-based system to enforce context-aware permission 
sequence 
– The Clients interact with the AS and the RS under real identities. The identity of 

the end user is disclosed to the AS to receive a capability, and to the RS to obtain 
the resource. 

– Solution: Pseudonym system, anonymous credential system [CL, 2001]
– Alice obtains the capability from the AS without revealing anything more than the 

fact that she owns the pseudonym. 
– We also want to allow Alice to be anonymous when proving the possession of this 

capability to the RS.
– [CL, 2001] proposed a anonymous credential system that can be incorporated with 

our system. 
– How to incorporate the credential into the capability? 
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Performance Evaluation 

Goal: 
• What is the load of our implemented AS, RS?  
• How much is the overhead compared to OAuth 2.0 ? 

Methodology: 

• N requests (till 8000) are sent to the AS and the RS  in one second
• Measure the average round trip time for all the requests AND record the 

error rate.  
• Single request to record the time-breakdown 
• Conduct the experiment  in Griffin and OAuth under two prevalent token 

signature algorithms. 
• RSA SHA 256 3072  ,  ECDSA P-256 SHA 256

• All communication channels are secured by TLSv1.2.    
• Test is automated using Apache JMeter



Multiplicative overhead of AS: RTT in our solution compared with OAuth 2.0

• OAuth starts to have error when it hits 7000 requests with smaller error rate (0.84% 
for RSA-Sig, 0.72% for ECDSA-Sig). 

• Our system starts to generates error when it hits 7000 requests (1.31% for RSA-Sig, 
0.75% for ECDSA-Sig). 

• the overhead is less than 5% in the ECDSA-Sig setting and 12% in the RSA-Sig setting. 



Multiplicative overhead of RS: RTT in our solution compared with OAuth 2.0

• OAuth starts to have error when it hits 7000 with smaller error rate (1.31% for RSA-Sig, 
0.75% for ECDSA-Sig).

• Our system generates error when it hits 7000 request (5.46% for RSA-Sig, 4.00% for 
ECDSA-Sig).

• The overhead for RSA-Sig and ECDSA-Sig is a small constant. 
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• The reference monitor is the abstract machine mediating all the access 
requests. It authenticates the subject and evaluates the request against 
policies and additional information referred by the policies. 

• The security automaton interprets the security policy and server as the basis 
of an enforcement mechanism in Execution Monitoring (EM). EM includes 
security kernels, reference monitors and other OS enforcement mechanisms. 

Reference monitor and security automaton



They are similar to non-deterministic finite state automaton. Formally, a 
security automaton is defined by: 

- a countable set 𝑄𝑄 of automaton states,
- a countable set 𝑄𝑄0 ⊆ 𝑄𝑄 of initial automaton states,
- a countable set 𝐼𝐼 of input symbols, and
- a transition function, 𝛿𝛿: (𝑄𝑄 × 𝐼𝐼) → 2𝑄𝑄

To process a sequence 𝑠𝑠1𝑠𝑠2𝑠𝑠3 … of input symbols. The current state 𝑄𝑄 of 
the security automaton starts equal to 𝑄𝑄0 and the sequence is read one 
symbol at a time. As each input symbol 𝑆𝑆𝑖𝑖 is read, the security 
automaton changes 𝑄𝑄 to

⋃𝑞𝑞∈𝑄𝑄′ 𝛿𝛿(𝑞𝑞, 𝑠𝑠𝑖𝑖)

If 𝑄𝑄′ is the empty set, the input is rejected; otherwise, the input is 
accepted. 

Security automaton



1. 𝐶𝐶 → 𝐴𝐴𝐴𝐴: 𝐼𝐼𝐼𝐼𝐶𝐶 , 𝐼𝐼𝐼𝐼𝑅𝑅𝑅𝑅 ,𝑅𝑅

2. 𝐴𝐴𝐴𝐴 → 𝐶𝐶:𝑇𝑇𝐴𝐴𝐴𝐴 ,𝑇𝑇𝐶𝐶𝐶𝐶𝐶𝐶

𝑇𝑇𝐴𝐴𝐴𝐴 = 𝑡𝑡, 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝐴𝐴𝐴𝐴 𝑡𝑡
𝑡𝑡 = 𝐼𝐼𝐼𝐼𝐶𝐶 , 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠1, 𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿
𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠1 = p, 𝐼𝐼𝐼𝐼𝑅𝑅𝑅𝑅 ,𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶 𝐼𝐼𝐼𝐼𝐶𝐶 , 𝐼𝐼𝐼𝐼𝑅𝑅𝑅𝑅 , 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝

𝑇𝑇𝐶𝐶𝐶𝐶𝐶𝐶 = 𝑡𝑡′, 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝐴𝐴𝐴𝐴 𝑡𝑡′
𝑡𝑡′ = 𝐻𝐻 𝑇𝑇𝐴𝐴𝐴𝐴 , 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠2, 𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿
𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠2= 𝐼𝐼𝐼𝐼𝑅𝑅𝑅𝑅𝑅, 𝐼𝐼𝐼𝐼𝐸𝐸𝐸𝐸𝐸𝐸𝐸, “𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟,𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶 𝐼𝐼𝐼𝐼𝐶𝐶 , 𝐼𝐼𝐼𝐼𝑅𝑅𝑅𝑅 ,𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝

3. 𝐶𝐶 → 𝑅𝑅𝑅𝑅: 𝐼𝐼𝐼𝐼𝐶𝐶 ,𝑇𝑇𝐴𝐴𝐴𝐴 ,𝑇𝑇𝐶𝐶𝐶𝐶𝐶𝐶

3. 𝑅𝑅𝑅𝑅 → 𝐸𝐸𝐸𝐸𝐸𝐸: 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟,𝑇𝑇𝐶𝐶𝐶𝐶𝐶𝐶

4. 𝐸𝐸𝐸𝐸𝐸𝐸 → 𝑅𝑅𝑅𝑅: 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠,𝑇𝑇𝐶𝐶𝐶𝐶𝐶𝐶, 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝐸𝐸𝐸𝐸𝐸𝐸 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠,𝑇𝑇𝐶𝐶𝐶𝐶𝐶𝐶

5. If the property is satisfied, RS provides the service to the client.

Context-aware protocol



1. 𝐶𝐶 → 𝐴𝐴𝐴𝐴: 𝐼𝐼𝐼𝐼𝐶𝐶 , 𝐼𝐼𝐼𝐼𝑅𝑅𝑅𝑅 ,𝑅𝑅

2. 𝐴𝐴𝐴𝐴 → 𝐶𝐶:𝑇𝑇𝐴𝐴𝐴𝐴 ,𝑇𝑇𝐶𝐶𝐶𝐶𝐶𝐶

𝑇𝑇𝐴𝐴𝐴𝐴 = 𝑃𝑃, 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠

𝑃𝑃 =
(𝐼𝐼𝐼𝐼𝑅𝑅𝑅𝑅1,𝑝𝑝𝑝, 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐), (𝐼𝐼𝐼𝐼𝑅𝑅𝑅𝑅2,𝑝𝑝2, 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐2),
(𝐼𝐼𝐼𝐼𝑅𝑅𝑅𝑅3, 𝑝𝑝3, 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐3), (𝐼𝐼𝐼𝐼𝑅𝑅𝑅𝑅𝑅,𝑝𝑝𝑝, 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐1)

𝑇𝑇𝐶𝐶𝐶𝐶𝐶𝐶= 𝐻𝐻 (𝑇𝑇𝐴𝐴𝐴𝐴), 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠2
. 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠2 =

(𝐼𝐼𝐼𝐼𝑅𝑅𝑅𝑅𝑅, 𝐼𝐼𝐼𝐼𝐸𝐸𝐸𝐸𝐸𝐸𝐸, “𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟, 𝑐𝑐𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜), (𝐼𝐼𝐼𝐼𝑅𝑅𝑅𝑅2, 𝐼𝐼𝐼𝐼𝐸𝐸𝐸𝐸𝐸𝐸2, “𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟, 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐2),
(𝐼𝐼𝐼𝐼𝑅𝑅𝑅𝑅3, 𝐼𝐼𝐼𝐼𝐸𝐸𝐸𝐸𝐸𝐸3, “𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟, 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐3), (𝐼𝐼𝐼𝐼𝑅𝑅𝑅𝑅𝑅, 𝐼𝐼𝐼𝐼𝐸𝐸𝐸𝐸𝐸𝐸𝐸, “𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟, 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐))

3. 𝐶𝐶 → 𝑅𝑅𝑅𝑅1: 𝐼𝐼𝐼𝐼𝐶𝐶 ,𝑇𝑇𝐴𝐴𝐴𝐴 ,𝑇𝑇𝐶𝐶𝐶𝐶𝐶𝐶

4. 𝑅𝑅𝑅𝑅1 → 𝐸𝐸𝐸𝐸𝐸𝐸1:𝑇𝑇𝐶𝐶𝐶𝐶𝐶𝐶

5. 𝐸𝐸𝐸𝐸𝐸𝐸1 → 𝑅𝑅𝑅𝑅1: 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠

6. If the property is satisfied, RS1 provides the service to the client, generates 𝑇𝑇𝑅𝑅𝑅𝑅𝑅, and updates local 
state.
Client visit the next RS by passing 𝑇𝑇𝑅𝑅𝑅𝑅𝑅,𝑇𝑇𝐶𝐶𝐶𝐶𝐶𝐶. 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 3 − 6 𝑎𝑎𝑎𝑎𝑎𝑎 𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢 𝑡𝑡𝑡𝑡𝑡 𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙 𝑅𝑅𝑅𝑅.

Context-aware permission sequence 
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