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Purpose	
  • Health	
  sensors	
  are	
  increasingly	
  being	
  
developed	
  and	
  implemented	
  into	
  
various	
  health	
  service	
  domains	
  
worldwide.	
  The	
  automa=c	
  genera=on	
  
and	
  transmission	
  of	
  one’s	
  health	
  
informa=on	
  by	
  sensors	
  generates	
  
various	
  implica=ons	
  for	
  privacy,	
  
autonomy,	
  and	
  control	
  of	
  health	
  
informa=on.	
  This	
  project	
  aimed	
  to	
  
iden=fy	
  and	
  explore	
  the	
  ethical	
  
implica=on	
  of	
  these	
  concerns	
  to	
  the	
  use	
  
health	
  sensors	
  on	
  differing	
  global	
  
popula=ons.	
  

• To	
  ascertain	
  whether	
  the	
  uptake	
  of	
  
certain	
  health	
  informa=on	
  transmiPng	
  
sensors	
  is	
  con=ngent	
  on	
  the	
  guarantee	
  
of	
  privacy	
  or	
  not,	
  and	
  if	
  yes,	
  which	
  ones.	
  

Results	
  • Sensors	
  are	
  linked	
  to	
  various	
  health	
  discourses	
  
(table	
  1-­‐2)	
  • Sensors	
  within	
  the	
  body,	
  on	
  the	
  body,	
  and	
  within	
  
the	
  environment	
  to	
  collect	
  and	
  transmit	
  health	
  
informa=on	
  are	
  increasingly	
  being	
  developed	
  and	
  
integrated	
  into	
  the	
  healthcare	
  sector	
  (tables	
  3-­‐6).	
  	
  • 	
  Although	
  the	
  primary	
  goals	
  of	
  these	
  types	
  of	
  
sensors	
  are	
  largely	
  efficiency	
  of	
  informa=on	
  
transfer	
  and	
  the	
  safety	
  of	
  the	
  individuals	
  being	
  
cared	
  for,	
  these	
  technologies	
  are	
  accompanied	
  by	
  
a	
  number	
  of	
  ethical	
  issues.	
  	
  • Ethical	
  considera=ons	
  for	
  privacy	
  and	
  autonomy	
  
with	
  the	
  widespread	
  implementa=on	
  and	
  use	
  of	
  
this	
  health	
  tool	
  largely	
  center	
  on	
  global	
  
popula=ons	
  with	
  varying	
  levels	
  of	
  self-­‐advocacy	
  
and	
  visibility	
  with	
  global	
  health	
  policy	
  domains,	
  
such	
  as	
  elderly	
  and	
  disabled	
  popula=ons.	
  Privacy,	
  
autonomy,	
  and	
  control	
  issues	
  related	
  to	
  the	
  
wireless	
  genera=on	
  of	
  health	
  informa=on	
  
however,	
  extend	
  beyond	
  specific	
  popula=ons	
  to	
  
overall	
  consumer	
  and	
  health	
  care	
  provider	
  
u=liza=on.	
  In	
  par=cular,	
  the	
  inability	
  for	
  individuals	
  
to	
  control	
  the	
  genera=on	
  of	
  and	
  access	
  to	
  
sensi=ve	
  health	
  informa=on	
  poten=ally	
  paves	
  the	
  
path	
  for	
  social,	
  medical,	
  financial,	
  and	
  
occupa=onal	
  discrimina=on	
  based	
  on	
  third-­‐party	
  
interpreta=on	
  of	
  informa=on	
  generated.	
  

• A	
  fundamental	
  tenet	
  of	
  privacy	
  is	
  that	
  
individuals	
  should	
  have	
  the	
  ability	
  to	
  
control	
  when	
  and	
  how	
  their	
  personal	
  
informa=on	
  is	
  collected,	
  who	
  collects	
  
their	
  personal	
  informa=on,	
  and	
  how	
  this	
  
informa=on	
  is	
  used	
  and	
  disclosed.	
  	
  	
  • Canadians	
  are	
  protected	
  by	
  two	
  
federal	
  privacy	
  laws	
  [1][2]	
  • Canada	
  is	
  an	
  interna=onal	
  leader	
  in	
  
genera=ng	
  and	
  applying	
  new	
  and	
  
emerging	
  health	
  sciences	
  and	
  
technologies	
  (HST)	
  such	
  as	
  sensors.	
  • Sensors	
  impact	
  the	
  meaning	
  of,	
  
delivery	
  of	
  	
  and	
  ability	
  to	
  secure	
  
privacy	
  [3-­‐8].	
  	
  •  Sensors	
  enable	
  the	
  move	
  to	
  
quan=fied	
  self(where	
  people	
  
diagnose	
  themselves)	
  [9-­‐12]	
  and	
  
enable	
  increasingly	
  the	
  person	
  and	
  
the	
  home	
  to	
  be	
  the	
  producer	
  of	
  
health	
  data,	
  which	
  then	
  can	
  be	
  
distribu=on	
  to	
  various	
  loca=ons	
  and	
  
analyzed	
  by	
  the	
  person	
  or	
  remotely.	
  •  How	
  Canadians	
  especially	
  health	
  
Clients	
  perceive	
  privacy	
  and	
  what	
  
privacy	
  they	
  desire	
  impact	
  the	
  
acceptance	
  level	
  and	
  level	
  of	
  prac=ce	
  	
  
penetra=on	
  of	
  sensors	
  

Methods	
  • Step	
  1:	
  Literature	
  Review	
  of	
  sensors	
  
applied	
  to	
  health	
  applica=ons	
  searching	
  
Google	
  and	
  Google	
  Scholar	
  • Step	
  2	
  underway:	
  focus	
  groups	
  and	
  
one	
  on	
  one	
  interviews	
  of	
  Calgarians	
  and	
  
online	
  survey	
  of	
  broad	
  sample	
  	
  

Future	
  Steps	
  	
  • Despite	
  increased	
  efficiency	
  and	
  other	
  benefits	
  
of	
  sensor	
  integra=on	
  into	
  various	
  healthcare	
  
sectors,	
  future	
  research	
  into	
  the	
  appropriate	
  use	
  
and	
  regula=on	
  of	
  this	
  important	
  health	
  tool	
  is	
  
necessary.	
  Overall,	
  it	
  is	
  necessary	
  for	
  global	
  health	
  
policy	
  to	
  acknowledge	
  and	
  address	
  concerns	
  for	
  
privacy,	
  control,	
  autonomy,	
  and	
  discrimina=on	
  
generated	
  by	
  the	
  implementa=on	
  of	
  health	
  
sensors	
  into	
  various	
  health	
  care	
  facets.	
  	
  • Development	
  of	
  a	
  sensor	
  acceptability	
  index	
  	
  of	
  a	
  
pilot	
  set	
  of	
  health	
  informa=on	
  transmiPng	
  sensors	
  
through	
  focus	
  groups	
  and	
  one	
  on	
  one	
  interviews	
  
and	
  an	
  online	
  survey.	
  • Evaluate	
  possible	
  social,	
  ethical,	
  and	
  prac=cal	
  
issues	
  for	
  the	
  deployment	
  of	
  sensors	
  stemming	
  
from	
  the	
  respondents	
  views	
  	
  • Evaluate	
  what	
  the	
  impact	
  could	
  be	
  on	
  quality	
  
indicators	
  of	
  health,	
  health	
  care	
  and	
  health	
  
systems	
  [13-­‐15]	
  

IntroducBon	
  

HST	
  in	
  the	
  
Environment	
  

HST	
  on	
  the	
  
Body	
  

Body	
  

HST	
  in	
  the	
  
Body	
  

Table	
  3	
  
Technology	
   ApplicaBon	
  

Mirror	
  Cameras	
   Measure	
  vital	
  signs	
  by	
  examining	
  how	
  light	
  reflects	
  off	
  the	
  
skin	
  .	
  

Video/USB	
  
Examina=on	
  Devices	
  

USB	
  linked	
  examina=on	
  tools	
  such	
  as	
  stethoscopes,	
  
otoscopes,	
  dermoscopes,	
  and	
  spirometers,	
  that	
  allow	
  
examina=on	
  informa=on	
  to	
  be	
  transmihed	
  and	
  evaluated	
  
from	
  remote	
  loca=ons.	
  

Ac=ve	
  Daily	
  Living	
  
Sensors	
  

Sensors	
  located	
  in	
  chairs,	
  beds,	
  and	
  floors	
  can	
  help	
  detect	
  
falls,	
  extended	
  absences,	
  as	
  well	
  as	
  inac=vity	
  and	
  moisture.	
  

Telehealth	
  interface	
  
Units	
  

Audio/Visual	
  hubs	
  which	
  receive	
  and	
  store	
  transmihed	
  
ac=vity	
  and	
  health	
  informa=on	
  data.	
  

Endpoint	
  Devices	
   Mobile	
  robo=c	
  plaiorms	
  that	
  enable	
  physician	
  to	
  be	
  
remotely	
  present.	
  

Table	
  5	
  
Technology	
   ApplicaBon	
  

Electrocardiography	
  
[ECoG]	
  

Placed	
  on	
  the	
  brain	
  to	
  iden=fy	
  areas	
  of	
  abnormal	
  ac=vity	
  .	
  Ojen	
  
used	
  in	
  the	
  treatment	
  of	
  epilep=c	
  seizures.	
  

Neurotransmiher	
  
Sensors	
  

Chemical	
  sensors	
  on	
  the	
  brain-­‐	
  detect	
  neurotransmiher	
  release.	
  

Brain	
  Penetra=ng	
  
Electrode	
  Array	
  	
  

Generates	
  accurate	
  data	
  on	
  brain	
  ac=vity	
  allowing	
  paralyzed	
  
people	
  to	
  control	
  computer	
  cursors	
  and	
  robo=c	
  communica=on.	
  

Cochlear	
  Implants	
   Can	
  restore	
  as	
  sense	
  of	
  hearing	
  in	
  deaf	
  and	
  severely	
  hard	
  of	
  
hearing	
  individuals	
  

Intelligent	
  Sensors	
  
(Ac=vi=es	
  of	
  Daily	
  Living)	
  	
  

Form	
  a	
  wireless	
  body	
  area	
  network	
  with	
  a	
  personal	
  server	
  that	
  
then	
  allows	
  wireless	
  con=nuous	
  monitoring	
  of	
  ac=vi=es	
  of	
  daily	
  
living.	
  

Brain	
  Machine	
  Interfaces	
   Implantable	
  brain	
  computer	
  translates	
  thoughts	
  into	
  computer	
  
commands	
  (communica=on,	
  movement	
  etc.)	
  

Ar=ficial	
  Hippocampus	
   Brain	
  prosthesis	
  that	
  can	
  monitor	
  neural	
  spikes	
  and	
  replicate	
  to	
  
possibly	
  restore	
  and	
  enhance	
  memory.	
  

Table	
  4	
  
Technology	
   ApplicaBon	
  

Brainwave	
  Sensors	
  
(iBrain)	
  

Head	
  band	
  with	
  single	
  brain	
  wave	
  seeking	
  electrode.	
  
Could	
  poten=ally	
  be	
  used	
  to	
  diagnose	
  condi=ons	
  such	
  as	
  
Alzheimer’s,	
  au=sm,	
  schizophrenia.	
  Allows	
  everyday	
  
people	
  to	
  monitor	
  their	
  brain	
  ac=vity.	
  

Galvanic	
  Skin	
  Sensor	
   Measures	
  stress	
  levels	
  through	
  electrical	
  conduc=vity	
  of	
  
skin	
  and	
  alerts	
  caretakers	
  of	
  fluctua=ons	
  in	
  stress.	
  

Intrathecal	
  Drug	
  
Delivery	
  Systems	
  

Devices	
  that	
  are	
  programmed	
  to	
  automa=cally	
  deliver	
  
pain	
  medica=ons.	
  

Insulin	
  Pumps	
   Devices	
  which	
  con=nually	
  monitor	
  glucose	
  so	
  that	
  	
  the	
  
pa=ent	
  can	
  know	
  his/her	
  levels	
  and	
  can	
  adjust	
  their	
  insulin	
  
rates	
  according	
  to	
  food,	
  	
  physical	
  ac=vity	
  or	
  illness.	
  

Life	
  Shirt	
   Wearable	
  system	
  developed	
  by	
  Vivometrics,	
  which	
  uses	
  
ECG	
  leads,	
  posture	
  sensors	
  and	
  respiratory	
  sensors	
  to	
  
record	
  a	
  pa=ent’s	
  physiological,	
  pulmonary	
  and	
  cardiac	
  
data	
  during	
  a	
  pa=ent’s	
  daily	
  rou=ne.	
  	
  

Pulse	
  Oximeter	
   Measure	
  pulse	
  and	
  blood	
  oxygen	
  levels.	
  Wireless,	
  wrist,	
  
handheld,	
  and	
  finger=p	
  models	
  exist.	
  

Table	
  6.	
  NeurotransmiNer	
   	
  Supposed	
  to	
  be	
  involved	
  in	
  

Acetylcholine	
   Alzheimer’s	
  Disease	
  

GABA	
   Specific	
  phobias,	
  obsessive	
  compulsive	
  disorders,	
  and	
  panic	
  
disorders	
  

Dopamine	
   Schizophrenia,	
  Ahen=on	
  Deficit/	
  Hyperac=vity	
  Disorder,	
  
Bipolar	
  Disorder	
  

Norepinephrine	
   Depression,	
  Generalized	
  Anxiety	
  Disorder,	
  Ahen=on	
  Deficit	
  
Disorder/Hyperac=vity	
  Disorder,	
  Bipolar	
  Disorder	
  

Serotonin	
   Depression,	
  Generalized	
  Anxiety	
  Disorder,	
  Bipolar	
  Disorder	
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